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Abstract. The problem of defining distributed mutual exclusion algo-
rithms to support multiple requests per-node has been solved by extend-
ing currently existing distributed mutual exclusion algorithms. In this
paper, we present a generic framework to solve this problem as an ex-
tension of a distributed mutual exclusion algorithm and a local mutual
exclusion module. These two components are integrated through an ex-
tension key and the definition of clear communication interfaces for the
key. The interaction between the distributed mutual exclusion algorithm
and the mutual exclusion module is transparent, therefore these two com-
ponents are not co-depending. The objective is to preserve correctness
properties of the original algorithm in such a way that the extended algo-
rithm is also correct. Our framework provides guidelines to build future
extension works in a correct and clean manner.

Key words: Mutual exclusion, critical section, algorithms, distributed
mutual exclusion, multithreading.

1 Introduction

The critical section problem occurs when several processes try to concurrently
use shared resources [1]. A solution to the problem must guarantee mutual exclu-
sion through time for several concurrent processes trying to access their critical
sections. Within a monoprocessor or a shared memory multiprocessor the prob-
lem is solved using some synchronization hardware primitive to implement basic
synchronization mechanisms such as semaphores, locks or monitors.

In a distributed system, the lack of a global state difficults the implementation
of a solution for the critical section problem. The solution is obtained with a
distributed mutual exclusion algorithm. In the literature there are plenty of these



algorithms and they are classified as centralized and distributed algorithms [1]. In
centralized algorithms there is a coordinator node that manages and grants the
access to the critical section. In distributed algorithms, all nodes are symmetric
and do the same work. A distributed algorithm can be based either on token or
permissions [2].

Almost all distributed mutual exclusion algorithms do not support multiple re-
quests per-node. This constraint affects the implementation of distributed exclu-
sion algorithms particularly in distributed systems with multithreading support.
On these systems, processes executing at each node may have multiple concur-
rent threads executing. Thereby, the study of distributed mutual exclusion al-
gorithms with multithreading support is important to solve the critical section
problem for the several threads executing on different nodes of the distributed
system.

To the best of our knowledge, there are only a few algorithms with these prop-
erties. The DSM-PEPE system implements a descentralized distributed mutual
exclusion algorithm with multithreading support [3,4], which can be considered
an extension of Raymond’s distributed mutual exclusion algorithm [5]. Mueller
proposes a similar algorithm [6], but it is also an extension of another distributed
mutual exclusion algorithm, in that case, proposed by Naimi et al. [7]. Perez [8]
presents an extension scheme to several token-based distributed mutal exclusion
algorithms in order to be able to support multithreading.

Thus all related works for distributed systems with multi-threading support
that we know, have been presented as extensions of normal distributed mutual
exclusion algorithms which can only serve one request per node at a time.

In this paper we present a generic framework for the construction of distributed
exclusion algorithms with multiple requests per-node support. Each algorithm is
built from a distributed mutual exclusion algorithm and a local mutual exclusion
module. These two components are integrated through an extension key and the
definition of clear communication interfaces for the key. The framework defines
guidelines to extend any distributed mutual exclusion algorithm. The main idea
is to maintain transparency in the interaction between the components, so the
involved algorithms are not aware of the existence of the other one. The purpose
is to preserve correctness properties of the original distributed mutual exclusion
algorithm, implying that the extended algorithm is also correct.

From now on, we will refer to the concept of distributed mutual exclusion as
dmutex and to local mutual exclusion among processes within a single node as
mutez.

This paper is organized as follows: in section 2, we describe the framework and
the interaction between its components, in section 3 a generic implementation of
the framework is proposed. In Section 4 we present the correctness proof oultine.
Finally, in section 5, we present our conclusions, current and future work.



2 The Framework

Our framework allows the extension of existing dmutex algorithms to support
multiple request per-node. Particularly, the framework is designed for distributed
systems with multithreading support.

To the best of our knowledge, all works that implement dmutez algorithms with
multithreading support, have been done through the extension of existing dmutex
algorithms. Generally, an extension work consists in joining a dmutex algorithm,
to insure mutual exclusion between nodes, and mutexr mechanisms, such as a
service policy and synchronization methods, that serve local threads when the
distributed right to access the critical section has been granted to a node. These
extensions have a particular criterium to guide the service policy. In the process
of joining the components, they are modified and merged.

Also, there are suggested extensions for dmuter algorithms based on a simple
criterium. Ricart and Agrawala [9] and Raymond [5] state that the criterium
to extend their dmuter algorithms is to serve one local request per node at a
time, using the dmuter algorithm and serializing the service of local requests
from the same node. Their work lacks of a study about the effects in the perfor-
mance induced by this approach. We could think of some other criteria to serve
these local requests, decreasing the amount of total messages. We could use for
example, a number n of local requests to serve per node at a time, with n > 1.

The purpose of our framework is to give guidelines to build the joining process
in a transparent way. This should not modify neither the properties nor the
structure of the original dmutex algorithm during the extension process. Thereby,
the framework maintains a high transparency level in the union of the dmutez
algorithm and the mutex mechanisms. This transparency also lets us use several
criteria or strategies to guide the service of the local requests.

We present the mutex module concept, as the encapsulation of the mutex mecha-
nisms. Then a mutex module is mainly composed by a service policy and synchro-
nization methods. The service policy establishes the order in which the threads
are served and the synchronization methods provide local mutual exclusion. The
transparency that our framework looks for is between the dmutex algorithm and
the muter module.

In order to build an extension, we need a joining mechanism that establishes
the communications and determines the interactions between the dmutex algo-
rithm and the muter module. We introduce the concept of key as the joining
mechanism, a third component that must be defined to build an extension. This
key is central to the joining proccess. However, its main task is to establish the
strategy or criterium to guide the service of the local requests.

On the other hand, if we want to maintain the components separated but work-
ing together, we need to build corresponding interfaces. Therefore, we need an



interface for the communication between the dmutex algorithm and the key and
an interface for the communication between the mutexr module and the key.

The framework establishes that, in order to extend a dmuter algorithm, it is
necessary to define the following: (1) a dmutez algorithm - key interface, (2) a
muter module - key interface and (3) an extension key. The interfaces defined
can be different for each dmutez algorithm and for each mutex module. Besides,
different definitions of keys can be used. This scheme can be seen in the Figure 1.
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Fig. 1. Extension Scheme

Transparency in the extension process is obtained by using correct interfaces. It
is important that all the interfaces be clean and transparent. In this way, high
obliviousness is produced between the dmutex algorithm and the mutezr module.
Each one works independently and is not aware about the existence of the other
and their interaction.

Clean and well designed interfaces allow the use of the same interface or its use
as a pattern over different dmutex algorithms. The same principle can be applied
to several muter modules. Likewise, they allow certain independency of the key
with respect to the other components.

The key must use the interfaces to build the interaction between the components,
but it also can obtain information to develop its strategy to guide the local
requests’ service. This possibility allows the strategy of the key to depend or not
on the interfaces. Hence, there is a trade-off between generality and efficiency.

The correctness of the resulting extension depends on the correctness of the
dmutez algorithm and the correctnes of the muter module. Then, a correct
dmutez algorithm and a correct mutex module must be used. In section 4 we
will prove the correctness of the extension process having these hypotheses and
some other important considerations.

In this paper we use the following concepts:
— Node/Local Request: Request to access the critical section. A

node request is generated by the node and handled by the dmutex
algorithm in order to get dmutex for the node. A local request is



generated locally, inside the node, and handled by the mutex module
in order to get mutexr within the node.
— CS8: Used to refer to the critical section.

2.1 The Dmutex Interface

The definition of an interface between the dmutex algorithm and the key —that
we will call dmutex interface— involves the establishment of basic algorithm prop-
erties and a set of events that characterizes it. The properties of the algorithm
define funcionality and the events allow the definition of key operations.

The main task of the dmutex interface is to recieve and serve the node requests
generated by a node. The node generates a node request through the key, which
will receive and process the reply to this request. Therefore, the interface ba-
sically offers methods for the key to execute entry and exit protocols for the
dmutez algorithm. Also, the interface offers event notifying service, for events
like the arrival of the distributed right to access the CS at the node (dmutex
granted).

The execution of these methods and events follows the order of a normal CS
protocol. The node request is issued by the key by calling the method to execute
the entry protocol on behalf of the node. When the dmutex algorithm grants the
distributed right to access the CS to the node, it notifies the key with an event.
When the job of the key is done, it relinquishes the distributed right by calling
the method that corresponds to the exit protocol.

Differences in the implementation of the dmutexr algorithms are not relevant to
the extension process, because the communication with the dmutex algorithm is
accomplished through a well defined interface. For example, for descentralized
token-based dmutexr algorithms, the event of receiving the token represents the
reception of the distributed right to access the CS. However, for descentralized
permission-based dmuter algorithms, the event of receiving all the permissions
required is to obtain the distributed right to access the CS. In both cases, the
key only needs to know when the distributed right to access the CS has been
granted to the node.

Furthermore, the interface with the dmutex algorithm must offer relevant data
concerning algorithm management that could be useful to the key. For example,
permission-based dmutex algorithms frequently use timestamps for event serial-
ization. The dmuter algorithm should provide these timestamps to the key for
its use. However, a key that builds its strategy to guide the service based on this
event looses generality.

A generic dmutex interface provides two methods exported by the dmuter al-
gorithm and one event to which the key subscribes to and whose ocurrence is
notified by the algorithm. These elements are:

— DMUTEX_REQUEST (): Method to request dmutez (entry protocol).



— DMUTEX_RELEASE(): Method to release dmutez (exit protocol).
— ON_DMUTEX_GRANTED: Event raised when the distributed mutual exclusion is
granted to the node.

2.2 The Mutex Module Interface

A mutex module is an encapsulation of muter mechanisms. The muter mech-
anisms are commonly composed by a service policy and synchronization mech-
anisms. The service policy is basically a service queuing order for the multiple
requests to enter the CS generated by a node locally. The most simple and known
policy is FIFO. On the other hand, the synchronization mechanisms ensures the
mutual exclusion among local requests from the same node. They consists of
synchronization methods like Acquire() and Release().

The porpouse of using a mutex-module concept is to focus on transparency in the
extension process. This allows us to use different service policies, using the same
interface for the synchronization methods from the synchronization mechanisms.

The definition of an interface between the muter module and the key —that
we will call mutex-module interface— involves the establishment of a protocol
between the key and the local-request service policy of the mutex module. This
protocol allows the key to guide the service of local requests, although the local
requests are actually served by the muter module.

The protocol is represented through an interface that offers methods and notifi-
cation of events that: ) signal when a new local request is generated, i) let the
mutez module to serve the next local request, and iii) signal when a local request
has been served. The event in i) allows the key to be aware of new local requests
being handled by the mutez module. The method in i) allows the key to signal
the muter module to continue and serve the next local request according to the
mutez-module service policy. Finally, the event in 4i) singals when the mutex
module finishes the service of a local request.

Furthermore, the mutex-module interface must provide data about the local
requests active in the node, that could be useful to the key. Like in the case of
the dmutex interface, a key with more data available could be more specialized
to a particular extension.

A generic mutez-module interface provides one method exported by the mutex
module and two events for the key to subscribe. The occurrence of each of these
event’s is notified by the module. They are:

— SERVE_LOCAL_REQUEST (): Method to command the service of a local request
service.

— ON_NEW_LOCAL_REQUEST: Event that notifies when a new local request occurs.

— ON_LOCAL_REQUEST_COMPLETED: Event that notifies the completion of the cur-
rent local request service.



2.3 Components Interaction

The work done by the key summarizes the interaction of the components. There
are six steps that conform these interaction dynamics in which the key does the
main part. This can be seen in Figure 2. We describe these steps using references
to the generic dmutex interface and the mutez-module interface proposed:

1. A local request to enter the CS is generated and handled by the mutex mod-
ule. The user program issues a new request to the CS through some synchro-
nization mechanism or method of which the muter module is aware.

2. The mutex module notifies the key that there is a local request to the CS.
The mutex module interface provides to the key a subscription service to the
ON_NEW_LOCAL REQUEST event. When this event occurs the key is notified.

3. The key notifies the dmutex algorithm that there is a node request. When
the key knows that there is at least one local request pending, it issues a
node request. This involves the key executing the entry protocol of the dmu-
ter algorithm by calling the method DMUTEX_REQUEST() provided by the
dmutex interface. If a node request was previously issued and it has not
been served yet by the dmuter algorithm, then the key just waits for the
ON_DMUTEX_GRANTED event.

4. The dmutex algorithm notifies the key when the distributed right to ac-
cess the CS has been granted to the node. Previously, the dmuter algorithm
must communicate with other nodes in order to ensure the distributed right
to enter the CS among nodes. Once the right is granted to the node, the
ON_DMUTEX_GRANTED event is raised to notify the key through the interface.

5. The key executes the cycle for service of local requests. Only when the dis-
tributed right to access the CS is granted to the node, the key signals the
mutex module to serve the next local request. The key signals the mutex
module by calling the SERVE_LOCAL _REQUEST () method of the mutexr mod-
ule interface. Once the service of a single local request is completed, the
muter module signals the ON_LOCAL _REQUEST_COMPLETED event to the key.
Then, the key can signal the muter module again, starting the next itera-
tion of the cycle for service of local requests. The key decides when to stop
serving consecutive local requests according to its strategy of service. When
this happens, the cycle ends.

6. The key notifies the dmutex algorithm that it must release the distributed
right to access the CS. When the cycle for service of local requests ends the
key calls the method DMUTEX_RELEASE() that invoques the exit protocol of
the dmutex algorithm, releasing the distributed right to access the CS on
behalf of the node. After this, if the key knows that there is still at least one
local request pending, the key will issue another node request.
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Fig. 2. Interaction Steps: 1) A local request to enter the CS is generated and handled
by the mutex module 2) The mutex module notifies the key that there is a local request
to the CS 3) The key notifies the dmutex algorithm that there is a node request 4)
The dmutex algorithm notifies the key that distributed right to access the CS has been
granted to the node 5) The key executes the cycle for service of local requests 6) The
key notifies the dmutex algorithm to release the distributed right to access the CS

2.4 The Key

The definition of the key involves building an interaction mechanism between
the dmutex algorithm and the muter module. The key achieves this interaction
using the events and methods offered by the interfaces. In addition to establish
this interaction, the key settles the strategy to guide the service of the local
requests when the dmutex is granted to the node. This is the main part of the
definition of an extension key. This strategy involves that the key decides in
which moment it will stop guiding the muter module to serve local requests
because the key can signal the muter module several times during the cycle for
service of local requests.

We present three simple generic criteria to define when to stop signaling the
service of local requests:

— To serve until N local requests: If we have N=1, we will serve just one
local request per-node, forcing the node to make a new node request if there
are more than one local request pending. It is important to mention that
this is the most common proposal made by other authors as a valid method
for the extension of dmuter algorithms to support multithreading.

Another idea is to serve the current number of local requests when the dis-
tributed mutual exclusion is granted. This can be called Lqcs, where ¢C's



is the current local requests queue when the distributed mutual exclusion is
granted and Lg,c, is its lenght. Then, N=L,c.

The key with N=0 local requests fails to fulfill the progress property, pro-
ducing starvation.

The criteria with N > 0 needs to check repeatedly if there still are local re-
quests. If there are not, altough N is not achieved, the key must stop serving
local requests to avoid starvation.

— To serve until N local requests are left: The keys that are base on this
criterium are practical, but they are not free of starvation problems. For
instance, the key that serves local requests until N=0 are left, beneffits the
node possesing the distributed mutual exclusion, and it would decrease the
number of messages, improving locality. Nevertheless, this is obtained with
the risk of an eventual starvation problem.

— To serve local requests within a At time frame: Local requests are
served meanwhile the time is not over and there are pending local requests.
This guarantees maximum latencies per-node.

These keys are relatively simple and easy to implement, but they do not take
advantage of the particular dmutex algorithm properties.

A key is able to extend different dmutex algorithms if the strategy follows a
generic criterium to define when to stop local requests. Following a generic cri-
terium only needs to use the generic interface proposed for the dmutez algorithm
and the muter module. But if we want to take advantage of the dmutex algo-
rithm properties, we must use some particular interface. This is also the case for
the muter module interface. If the strategy to guide the service depends on these
properties, it will probably depend on a particular interface, loosing generality
on the dmutex algorithms that it could extend.

Every extension key must consider a fundamental property: When the number
of local requests issued by a node is limited to one, the behaviour of the extended
dmutezr algorithm should be similar to the original dmutez algorithm.

3 Generic Implementation

In order to prove some properties of correctness of the framework we need a gen-
eral implementation that maintains the main pourpose of this work, maintaining
independence of any particular environment. Next, we present this generic im-
plementation for each framework component: mutex module interface, dmutex
interface and key.



3.1 The Mutex Module Level

The pseudocode below summarizes the usage of the methods offered by the
mutez module to enter a distributed CS in a transparent way. It is important to
mention that the order in which these methods are called must be followed as
shown:

User_process:
MMX_Acquire();

/* {Critical Section} */
MMX_Release();

Then, the implementation of these methods looks like:

MMX_Acquire () { MMX_Release O{
send_event (ON_NEW_LOCAL_REQUEST) ; Release();
Acquire(); send_event (ON_LOCAL_REQUEST_COMPLETED) ;
wait_for_event (ON_CS_PERMITTED) ; }

}

SERVE_LOCAL_REQUEST () {
send_event (ON_CS_PERMITTED) ;
}

At the application level, the user code executes within a process or thread, issu-
ing requests through available synchronization methods. Conventionally, the syn-
cronization methods available are Acquire () — blocking method— and Release(),
which offer simple local mutual exclusion to access the CS. Our mutezr module
provides these methods to be used only for muter. However, we must extend
these methods for them to fit in the framework and provide mutex within dmu-
tex.

The atomic methods MMX_Acquire () and MMX _Release() — MMX stands for mutex
module extension — protect the CS and they are provided by the mutez module
to be used in the user code to fit in the framework extension. These methods
make a call to Acquire() and Release(), that are conventional synchroniza-
tion methods of the muter module that hide the local service policy applied.
MMX_Acquire() triggers the ON_NEW_LOCAL_REQUEST event and blocks on condi-
tional wait for an ON_CS_PERMITTED event. We introduce now this event and this
implies that a process can continue and execute the CS. MMX _Release() triggers
the ON_LOCAL_REQUEST_COMPLETED event.

When the key calls the method SERVE_LOCAL_REQUEST (), the ON_CS_PERMITTED
event is triggered, allowing the process that is waiting for this event to resume
its execution. This is the method that allows the key to signal the mutex module
to serve the next local request.

Additionally, we must state that the CS in the user code has a finite execution
time. This assumption will be critical for any proof of liveness property of the
framework.



3.2 The Dmutex Algorithm Level

The dmutex algorithm works when a DMUTEX_REQUEST () method is called by the
key. Likewise when the key executes a DMUTEX_RELEASE () method, it invokes the
dmutex algorithm. DMUTEX_REQUEST () is a non-blocking method, because the key
needs to be aware of the local ON_NEW_LOCAL_REQUEST events at any time.

The usage of these methods is shown in the pseudocode below. Note that this
code illustrates how the dmutex interface would be used in the user code, inde-
pendently of the framework. Thus, we must use conditional wait for the event
ON_DMUTEX_GRANTED:

User_process:

DMUTEX_REQUEST () ;

wait_for_event (ON_DMUTEX_GRANTED) ;
/* {Critical Section} */
DMUTEX_RELEASE() ;

3.3 The Key Level

We use monitor syntax — and assume monitor semantics — to show the imple-
mentation of the key. An alternative but equivalent synchronization technique
could be used instead. This way we avoid inconsistencies in the state of the key,
produced by multiple concurrent requests within a node. Also, we can prevent
a second consecutive execution of DMUTEX_REQUEST () if a DMUTEX_RELEASE() is
not executed before.

We assume that a single key manager process works at every node. The proce-
dures used by the key at node ¢ are encapsulated in a monitor running at that
node.

The values T and F are respectively true and false.

monitor KEY_KEEPER: procedure ON_LOCAL_REQUEST_COMPLETED () {
LOCAL_REQ_COUNT = LOCAL_REQ_COUNT-1;
int LOCAL_REQ-COUNT = O; signal (LOCAL_REQ_COMPLETED);

bool DMUTEX_REQ_COMPLETED = T

cond LOCAL_REQ_COMPLETED; procedure ON_DMUTEX_GRANTED () {
while (KEY_CONDITION = T')
procedure ON_NEW_LOCAL_REQUEST () {

LOCAL_REQ_COUNT = LOCAL_REQ_COUNT+1; SERVE_LOCAL_REQUEST () ;

if (DMUTEX_REQ_COMPLETED# F) wait (LOCAL REQ_COMPLETED);
DMUTEX_REQ_COMPLETED = F'; DMUTEX_RELEASE();
DMUTEX_REQUEST () ; DMUTEX_REQ_COMPLETED = T

} if (LOCAL_REQ_COUNT # 0)

}

DMUTEX _REQ_COMPLETED = F';
DMUTEX_REQUEST();



Description of variables and conditions used:

— LOCAL_REQ_COUNT: Integer counter, initially zero. Keeps the accumulated
number of non-completed local requests.

— DMUTEX_REQ_COMPLETED: Boolean condition, initially T'. Becomes F when
a DMUTEX_REQUEST() is executed. Remains F' until a DMUTEX_RELEASE() is
executed. This condition makes that just one single DMUTEX_REQUEST() be
executed until DMUTEX_RELEASE() is executed.

— KEY_CONDITION: Boolean condition that corresponds to a dynamical or static
predicate. Represents the strategy of the key to guide the service of local
requests. For instance, a simple predicate could be:

KEY_CONDITION «» LOCAL_REQ_COUNT # 0

— LOCAL_REQ_COMPLETED: Condition variable of the monitor, used to wait for
the local request being served to be completed.

The first procedure is called when an ON_NEW_LOCAL_REQUEST event occurs, noti-
fied by the mutex module interface. This procedure executes a DMUTEX_REQUEST ()
if there is no previous one pending.

The second procedure is called when an ON_LOCAL_REQUEST_COMPLETED event
ocurrs, notified by the muter module interface. This procedure executes a sig-
nal() operation to wake up the process blocked at the ON_DMUTEX_GRANTED ()
procedure which was waiting for the condition variable LOCAL_REQ_COMPLETED in
its while() cycle.

The third procedure is called when an ON_DMUTEX_GRANTED event occurs and is
notified by the dmutez interface. This procedure implements two tasks: execute
the cycle for service of local requests, and to execute a DMUTEX_RELEASE() on
behalf of the node. Before this procedure ends, it executes a DMUTEX_REQUEST ()
if there still are local requests pending.

4 Correctness

We addressed two main correctness properties in our work: i) at any time, at
most one single local request is being served system-wide, and i) a local request
will always be served in finite time.

We must consider certain assumptions and we introduce some variables to be
used in the proof.

There are n nodes in the system. At any node with id 4, there are at most
m active local requests at any time. We make this restriction without loosing
generality, because a local request queue is always bounded and finite. This is
the scheme used in multithreading, when each node starts with a fixed number
of possible threads.



Also, we must consider and note important assumptions about the order of pos-
sible executions of the procedures used by the key and the events. The possible
order of execution of procedures used by the key is defined by the events of the
generic interfaces. This was described in the interaction of the components of
the framework (section 2.3). Also, this order is shown in figures 3, 4 and 5.
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We consider an integer variable dmutez_here at each node valued 0 or 1. It is
initialized as 0 and is only modified when a node receives the distributed right to
enter the CS from the dmuter algorithm. We will refer to this variable at node
1 as dmutex_here;.

The following code shows he use of this variable in the context of the example
of section 3.2:

User_process:

DMUTEX_REQUEST() ;

wait_for_event (ON_DMUTEX_GRANTED) ;
dmutex_here = 1;

/* Critical Section */
dmutex_here = 0;

DMUTEX_RELEASE() ;

We also consider at each node an integer array Imutez_here[1:m] valued 0 or 1.
The variable Imutez_herefj] is initially zero for all possible local request j and
it is only modified when the local request j enters the CS. We will refer to the
variable at node i for local request j as lmutex_here;[j].

The following code shows the usage of these variables for a local request j, using
the implementation presented on section 3.1:

MMX_Acquire (){ MMX_Release (){
send_event (ON_NEW_LOCAL_REQUEST) ; Imutex_here[j]1=0;
Acquire(); Release();
wait_for_event (ON_CS_PERMITTED) ; send_event (ON_LOCAL_REQUEST_COMPLETED) ;
Imutex_here[jl=1; ¥
}

4.1 Proof Outline: At most one

Our proof outline is based on the preservation of the At most one property in
the dmutex algorithm and in the mutex module implemented under section 3.

— Preservation of the property in the Dmutex Algorithm: In order to
obtain a correct extension we must assure that the dmutex algorithm used
is correct. The proof is based on the following two hypothesis that we need
to be correct:

e H1: The original dmutex algorithm to be extended is correct.

In adition to the correctness of the dmutex algorithm, we also need the CS
to be finite. In this framework, the CS for the dmutex algorithm is repre-
sented by the procedure ON_DMUTEX_GRANTED (), which has a KEY_CONDITION
in its inner while() cycle. Therefore, for this procedure to be finite, we need
KEY_CONDITION become false eventually.



e H2: XKEY_CONDITION becomes false eventually.

In fact, this constraint allow us to prevent starvation.

Then, using the variables introduced previously, implementation at the dmu-
tex-algorithm level must always preserves the following invariant:

DMUTEX:
{Vi,k: 1<i,k<n: dnutex_here; =1 — (k # i — dmutex_here, = 0)}

This invariant inherently includes the special case when none of the nodes
have the distributed right to enter the CS (all dmutex_here; = 0).

Then, we must prove the following lemma:

Lemma 1. : The generic implementation of the framework preserves the
DMUTEX invariant.

Proof: ON_NEW_LOCAL REQUEST() and ON_LOCAL _REQUEST_COMPLETED() pro-
cedures do not modify the dmutex_here variable.

On the other hand, the ON_DMUTEX_GRANTED () procedure is triggered only
by an ON_DMUTEX_GRANTED event. By hypothesis H1 this event will only oc-
cur at a single node in the system. The following code shows the usage of
dmutex_here variable in this procedure:

Node i:

procedure ON_DMUTEX_GRANTED () {
dmutex_here; = 1;
while (KEY_CONDITION = T')

SERVE_LOCAL_REQUEST();
wait (LOCAL_REQ_-COMPLETED);

dmutex_here; = 0;
DMUTEX_RELEASE();
DMUTEX_REQ-COMPLETED = T';
if (LOCAL_REQ_COUNT # 0)

DMUTEX_REQ_COMPLETED = F;
DMUTEX_REQUEST () ;

Initially dmutex_here is 0 at every node. When ON_DMUTEX_GRANTED () exe-
cutes at node 4, dmutex_here; is the only variable that changes its value to
1. Due to hypothesis H2, the KEY_CONDITION becomes eventually F', then
the while() cycle ends and the variable is changed to 0. Then, before the
DMUTEX_RELEASE() method is executed, dmutex_here variables at all nodes
are 0 and they remain unchanged until another ON_DMUTEX_GRANTED() pro-
cedure is triggered in the system.



— Preservation of the property in the Mutexr Module: We also need
to assure that the property At most one is preserved by the muter module,
that is to say, we need that the mutex module to be correct. We introduce
the following hypothesis:

e H3: The mutex module used is correct.

Therefore, implementation at the muter-module level must always preserve
the following invariant:

LMUTEX:
{Vi,j,l:1<i<n,1<jl<m:
Imutex_here;[j] =1 — (I # j — lmutex_here;[l] = 0)}

Then, we must prove the following lemma:

Lemma 2. : The generic implementation of the framework preserves the
LMUTEX invariant.

Proof: The proof is based in two conjectures.

C1: There is only one local request j that changes lmutex_here[j] to 1 at
node %: Initially all values in the array lmutez_here[1:m] are 0 at node i. Then,
the value of Imutex_here[j] is changed to 1, only when the local request j
has passed by wait_for_event (ON_.CS_PERMITTED) within MMX_Acquire().

However, before blocking at wait_for_event (ON_CS_PERMITTED), local re-
quest j triggered an event ON_NEW_LOCAL_REQUEST and executed Acquire()
which is another blocking method. Due to hypothesis H3 we can assume
that only one local request passed by the Acquire() command and blocks
in wait_for_event (ON_CS_PERMITTED).

Upon reception of the ON_NEW_LOCAL_REQUEST event the procedure with the
same name executes. This procedure calls the DMUTEX_REQUEST () method,
which triggers an ON_DMUTEX_GRANTED event to occur at the node, executing
the ON_DMUTEX_GRANTED procedure.

When ON_DMUTEX_GRANTED() is executed, method SERVE_LOCAL_REQUEST ()
is called, which triggers an ON_CS_PERMITTED event, unblocking the only re-
quest that was waiting for this event.

C2: The service cycle at node © do not execute again SERVE_LOCAL_REQUEST ()
i a new cycle until local request 3, currently being served, changes its vari-
able lmutex_here[j] from 1 to 0: When variable Imutex_here[j] of local
request j is 1, it means that this local request is executing its CS. After
that, it executes MMX_Release() changing the value to 0 and triggering an
ON_LOCAL _REQUEST_COMPLETED event. Then, the key procedure with the same
name is executed.



This procedure signals the condition LOCAL_REQ_COMPLETED which unblocks
the cycle for service of local requests at ON_DMUTEX_GRANTED (). Therefore,
SERVE_LOCAL REQUEST() executes when all lmutex_here[j] at node i are 0.

Having shown that the implementation at the dmutez-algorithm level and at the
mutez-module level preserves the property at most one, we now prove that the
implementation at the framework level preserves also the property At most one.

The Framework and the property At most one From the code of the
ON_DMUTEX_GRANTED () procedure we can make the following remark:

Remark 1 The cycle for service of local requests executes < dmutex_here =1
Now we can prove the following lemmas:

Lemma 3. Generic implementation of the framework preserves the dmilml
moariant:

dmilm1 : {Vi,l: 1 <i<n,1<I0I<m: dnutex_here; = 0 — Imutex_here;[l] = 0}

Proof: By remark 1, if dmutex_here = 0 then ON_DMUTEX_GRANTED() is not
executing or it is not executing the cycle for service of local requests. Thereby,
all values of the array Imutex_here[1:m] at node i are 0.

Lemma 4. Generic implementation of the framework preserves the lm2dm2
1mvariant.

Im2dm2 : {Vi,j: 1<i<n,1<j<m: lmutex_here;[j] =1 — dmutex_here; = 1}
Proof: If Imutex_here;[j] = 1 then cycle for service of local requests is executing.
By remark 1, this occurs because dmutex_here; = 1.

Now we prove the following theorem:

Theorem 1 Generic implementation of the framework preserves the GDMU-
TEX invariant.

GDMUTEX:
{Vi, 5, k,0: 1<ik<n,1<jl<m: lmutex_here;[j]=1—
(k=14 N1l #j —lmutex_hereg[l] =0) A (k # i — lmutex_hereg[l] = 0)}

Proof: By lemma 2, we know that the generic implementation of the framework
preserves the LMUTEX invariant, wich can be re-written as:

(Vi jkl:1<i<n1<jl<m:
Imutex_here;[j] =1 — (k=i Al # j — lmutex_herex[l] = 0)}



By lemmas 4 and 1, then the framework preserves the Im2dm1 invariant:

Ilm2dm1:
{Vi,k:1<i,k<n,1<j<m:lmutex_here;jl =1— (k#i— dmutex_here;, =0)}

By invariant lm2dm1 and lemma 3 (changing i for k), the framework preserves
the Im2lm1 invariant:

Ilm2im1:
(Vi k: 1<ik<n1<j<m:
Imutex_here;[j] = 1 — (k # i — Ilmutex_herei[l] = 0)}

Therefore, by preserving the invariants LM UTEX and Im2lm1, the framework
preserves the GDMUTEX invariant .

4.2 Proof Outline: Service in finite time

We now will prove that a local request is always served in finite time.

We first have to state a constraint over the KEY_CONDITION predicate and the
ON_DMUTEX_GRANTED() procedure. This constraint allows us to guarantee that
the KEY_CONDITION and its strategy to guide the service of local requests will
never interfer with the served in finite time property. Then, the next hypothesis
is need to be correct:

— H4: KEY_CONDITION is not always false when it is checked in the first itera-
tion of the cycle for service of local requests.

This Hypothesis means that if KEY_CONDITION is false at the moment when the
ON_DMUTEX_GRANTED () procedure starts, the cycle for service of local requests will
not execute. This can happen only for a finite number of ON_DMUTEX_GRANTED ()
executions before KEY_CONDITION becomes true when the ON_DMUTEX_GRANTED ()
procedure starts. This Hypothesis is based on the fact of building a correct
KEY_CONDITION. This predicate must be true in order to allow the service of
the local requests and to prevent starvation. For an instance, a KEY_CONDITION
that is always true when ON_DMUTEX_GRANTED() starts is enough to verify the
Hypothesis.

Also, in order to prove this property we assume that the dmutex algorithm is
correct (H1) and that the KEY_CONDITION becomes false eventually (H2). We
prove the following lemma:

Lemma 5. ON_DMUTEX_GRANTED() always finishes.

Proof: When KEY_CONDITION = F, the cycle ends and the procedure finishes.
Hypothesis H2 states that KEY_CONDITION becomes false eventually, thereby the
lemma follows.



Besides it is necessary to prove that, after any execution of the DMUTEX_REQUEST ()
method, the procedure ON_DMUTEX_GRANTED starts in finite time. Then, the fol-
lowing lemma is proven:

Lemma 6. The procedure ON_DMUTEX_GRANTED () will start within a finite time
after a DMUTEX _REQUEST () method is called at the same node.

Proof: Hypothesis H1 implies that the distributed right to enter the CS is
granted in finite time and Lemma 5 imply that any other execution of the
ON_DMUTEX_GRANTED () procedure is finite. Therefore the lemma follows.

We also need the service policy of the muter module to be fair. Then, from
Hypothesis H3 we can state the following hypothesis:

— H5: The service policy of the mutex module is fair.
Now we can state the next lemmas:

Lemma 7. If the cycle for service of local requests executes continuosly, then
all local requests are served.

Proof: This lemma follows directly from Hypothesis H5. In a mono-node system
where only the mutex module is needed, all requests are served in finite time if
the service policy is fair.

This last lemma is not enough to complete the proof, due to Hypothesis H2
which implies that the cycle for service of local requests always ends. However,
we can state the following complementary lemmas:

Lemma 8. While there is at least one local request at the node, then the cycle
for service of local requests will continue executing except for finite periods of
time.

Proof: The cycle for service of local requests executes whithin the execution of the
ON_DMUTEX_GRANTED () procedure. On the other hand, if there is at least one lo-
cal request pending at the node, then DMUTEX_REQUEST () was executed at some-
time. By Lemma 6, after DMUTEX_REQUEST () execution, ON_DMUTEX_GRANTED ()
will start in a finite time and so the cycle for service of local requests, due to
Hypothesis H4. By Hypothesis H2 the service cycle ends but, if there is at least
one local request pending before ON_DMUTEX_GRANTED() finishes its execution,
this procedure will call DMUTEX_REQUEST (). Therefore ON_DMUTEX _GRANTED () ex-
ecutes again and a new cycle will start within a finite time.

Now we can prove the following theorem:

Theorem 2 All local requests are served in finite time.



Proof: A local request that wants to enter to the CS calls MMX_Acquire () method,
which triggers the proper event that makes the ON_NEW_LOCAL_REQUEST () proce-
dure to be executed.

In this last procedure, if the variable DMUTEX_REQ_COMPLETED = T, then the
DMUTEX_REQUEST() method is executed. By Lemma 6, ON_DMUTEX_GRANTED ()
starts within a finite time.

If DMUTEX_REQ_COMPLETED = F', then ON_DMUTEX_GRANTED () is executing and it is
blocked at the wait() instruction, or DMUTEX_REQUEST () was previously executed
at the node. In the latter, by Lemma 6, ON_DMUTEX_GRANTED() starts within a
finite time.

The cycle for service of local requests executes within the ON_DMUTEX_GRANTED ()
procedure execution. Because of this and the posibilities for the execution of
ON_DMUTEX_GRANTED (), the cycle is blocked at the wait() instruction, or will
begin to execute within a finite time before MMX_Acquire() is executed.

The actual local request could be served during the current service cycle. If not,
by Lemma 8, the cycle will continue executing, except for finite periods of time.
By Lemma 7, if the cycle executes continuously, then the local request will be
served within finite time O.

5 Conclusions and Future Work

We have presented a framework that allows to extend distributed mutual exclu-
sion algorithms in order to support multiple requests per-node. The framework
applies specially to distributed systems with multithreading support.

The extended algorithms that are pretended to be obtained through these guide-
lines are constructed by defining extension keys and interfaces for these keys with
the distributed mutual exclusion algorithm and with the local mutual exclusion
module. The extensions allow to generate a transparent integration between the
components and to preserve and/or inherit correctness properties from the ex-
tended distributed mutual exclusion algorithm. A fine definition for the key and
the interfaces allows the use of a same key for different distributed mutual ex-
clusion algorithms. We have also presented simple proposals for the keys and
the interfaces.

The correctness is based upon a generic implementation of the framework and we
show that it preserves two main properties. These properties summarize classic
definitions of safeness and progress properties. The correctness is applied to every
extension that could be done under the generic interface and complies with every
single constraint and hypothesis. However, more extensions could be proven if
every new event, method for the dmutez interface and procedure for the key also
complies with all the constraints and validates all hypotheses established in the
correctness section.



The mutex module does not need to be implemented as the proposed component
in this framework. All that is needed from this component is its policy of service.
All the synchronization needed is inside the cycle for service of local requests.
Instead of generating an event for which only one local request is waiting, the
event can be sent to the only local request that the service policy considers to
be the next. We implemented the mutex module in the original proposed form,
because of the transparency and to facilitate the correctness proof.

Current work involves the search for keys to capture existing current extension
works. In particular, our efforts are addressed to Mueller’s [6] extension and
Meza’s [10] extension. In future work, we will also focus on justice properties and
efficiency comparisons by number of exchanged messages and average waiting
times of local requests, working with the current extensions and the generic keys
proposed. For some keys we will try to find some relation with the criterium of
the key or a scheme for keys and the efficiency.
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